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— NOTE

1. All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or
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mation contained in this guide is subject to change without notice.

3. Every precaution has been taken in the preparation of this guide. Nevertheless, OMRON assumes
no responsibility for errors or omissions.
Neither is any liability assumed for damages resulting from the use of the information contained in
this publication.
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* Sysmac and SYSMAC are trademarks or registered trademarks of OMRON Corporation in Japan
and other countries for OMRON factory automation products.

* Microsoft, Windows, Excel, and Visual Basic are either registered trademarks or trademarks of Mi-
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* EtherCAT® s a patented technology and registered trademark, licensed by Beckhoff Automation
GmbH, Germany.
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Introduction

Introduction

Thank you for purchasing an NA-series Programmable Terminal.

This guide contains information that is necessary to use the NJ/NX/NA-series Backup and Restore In-
telligent Application Gadgets (hereinafter, referred to as "IAG"). Please read this guide and make sure
you understand the functionality and performance of the NA-series Programmable Terminal before you
attempt to use it in a control system.

This guide provides specifications of the IAGs. It does not include restrictions on the Programmable
Terminal, connected Controllers, other Units, related components, or combination of those.

Make sure to read the user's manual for each product before use.

Keep this guide in a safe place where it will be available for reference during operation.

Library Features

The NJ/NX/NA-series Backup and Restore IAGs are provided as a library to support the following

functions.

» To save user programs and configuration data from NJ/NX-series CPU Units and the NA-series Pro-
grammable Terminal. (This is referred to as a backup.)

 To restore the saved data to NJ/NX-series CPU Units and the NA-series Programmable Terminal.
(This is referred to as a restore.)

Using these functions allows you to restore the original state of your system in case it becomes unsta-

ble after some changes are made.

Intended Audience

This guide is intended for the following personnel.

They must also have knowledge of electrical systems (an electrical engineer or the equivalent).
» Personnel in charge of introducing FA systems.

» Personnel in charge of designing FA systems.

» Personnel in charge of installing and maintaining FA systems.

» Personnel in charge of managing FA systems and facilities.

Applicable Products

For details on this library and models and versions of relevant NJ/NX-series CPU Units, NX-series
Safety Control Units, NA-series Programmable Terminals, and the Sysmac Studio, refer to 2-2 Target
Devices and Configuration on page 2-14.

Part of the specifications of and restrictions on those products are given in other manuals. Refer to
Related Manuals on page 16.
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Guide Structure

Guide Structure

Page Structure

The following page structure is used in this guide.

—— Level 1 heading
Level 2 heading

Level 2 heading———— 4-3 Mounting Units ~ Level 3 heading

4 Installation and Wiring

Gives the current
4-3-1 Connecting Controller Components headings.
The Units that make up an NJ-series Controller can be connected simply by pressing the Units together

and locking the sliders by moving them toward the back of the Units. The End Cover is connected in the
same way to the Unit on the far right side of the Controller.

A step in a procedure —————————1 inthe units so that the connectors fit exactly.

Level 3 heading——]

Hook

Hook holes

Indicates a procedure. . _comectr

syun Bupunow -y

— Page tab

Gives the number
of the main section.

2 The yellow sliders at the top and bottom of each Unit lock the Units together. Move the sliders
toward the back of the Units as shown below until they click into place.

Move the sliders toward the back
untilthey lock into place.

SIEUOAWOD 100D BUIDBUOD 165 T

Special information L for Correct ee
The sliders on the tops and bottoms of the Power Supply Unit, CPU Unit, I/O Units, Special /O
. . Units, and CPU Bus Units t b letely locked (until thy lick into place) afte t
|COnS |nd|Cate ‘h: :djaaréem it (l:;nnglcfor:\sk.is e completely locked (until ey click into place) after connecting
precautions, additional
information, or reference

information.

Jul=Y

NJ-series CPU Unit Hardware User's Manual (W500) 49

Guide name

Note This illustration is provided only as a sample. It may not literally appear in this guide.

Special Information

Special information in this guide is classified as follows:

Precautions for Safe Use

Precautions on what to do and what not to do to ensure safe usage of the product.

M Precautions for Correct Use

Precautions on what to do and what not to do to ensure proper operation and performance.
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Guide Structure

@ Additional Information

Additional information to read as required.
This information is provided to increase understanding and make operation easier.

|~ Version Information

Information on differences in specifications and functionality with different versions is given.
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Sections in this Guide

Sections in this Guide

Using IAGs

Common Specifications of IAG

Individual Specifications of Each IAG

Troubleshooting

Appendices

Index

Naauna
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Terms and Conditions Agreement

Terms and Conditions Agreement

Warranty, Limitations of Liability

I Warranties

® Exclusive Warranty
Omron’s exclusive warranty is that the Products will be free from defects in materials and work-
manship for a period of twelve months from the date of sale by Omron (or such other period ex-
pressed in writing by Omron). Omron disclaims all other warranties, express or implied.

@ Limitations
OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, ABOUT
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF
THE PRODUCTS. BUYER ACKNOWLEDGES THAT IT ALONE HAS DETERMINED THAT THE
PRODUCTS WILL SUITABLY MEET THE REQUIREMENTS OF THEIR INTENDED USE.

Omron further disclaims all warranties and responsibility of any type for claims or expenses based
on infringement by the Products or otherwise of any intellectual property right.

® Buyer Remedy
Omron’s sole obligation hereunder shall be, at Omron’s election, to (i) replace (in the form originally
shipped with Buyer responsible for labor charges for removal or replacement thereof) the non-com-
plying Product, (ii) repair the non-complying Product, or (iii) repay or credit Buyer an amount equal
to the purchase price of the non-complying Product; provided that in no event shall Omron be re-
sponsible for warranty, repair, indemnity or any other claims or expenses regarding the Products
unless Omron’s analysis confirms that the Products were properly handled, stored, installed and
maintained and not subject to contamination, abuse, misuse or inappropriate modification. Return
of any Products by Buyer must be approved in writing by Omron before shipment. Omron Compa-
nies shall not be liable for the suitability or unsuitability or the results from the use of Products in
combination with any electrical or electronic components, circuits, system assemblies or any other
materials or substances or environments. Any advice, recommendations or information given orally
or in writing, are not to be construed as an amendment or addition to the above warranty.

See http://www.omron.com/global/ or contact your Omron representative for published information.

I Limitation on Liability; Etc

OMRON COMPANIES SHALL NOT BE LIABLE FOR SPECIAL, INDIRECT, INCIDENTAL, OR CON-
SEQUENTIAL DAMAGES, LOSS OF PROFITS OR PRODUCTION OR COMMERCIAL LOSS IN ANY
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Terms and Conditions Agreement

WAY CONNECTED WITH THE PRODUCTS, WHETHER SUCH CLAIM IS BASED IN CONTRACT,
WARRANTY, NEGLIGENCE OR STRICT LIABILITY.

Further, in no event shall liability of Omron Companies exceed the individual price of the Product on
which liability is asserted.

Application Considerations

I suitability of Use

Omron Companies shall not be responsible for conformity with any standards, codes or regulations
which apply to the combination of the Product in the Buyer’s application or use of the Product. At Buy-
er’s request, Omron will provide applicable third party certification documents identifying ratings and
limitations of use which apply to the Product. This information by itself is not sufficient for a complete
determination of the suitability of the Product in combination with the end product, machine, system, or
other application or use. Buyer shall be solely responsible for determining appropriateness of the par-
ticular Product with respect to Buyer’s application, product or system. Buyer shall take application re-
sponsibility in all cases.

NEVER USE THE PRODUCT FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR
PROPERTY OR IN LARGE QUANTITIES WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE
HAS BEEN DESIGNED TO ADDRESS THE RISKS, AND THAT THE OMRON PRODUCT(S) IS
PROPERLY RATED AND INSTALLED FOR THE INTENDED USE WITHIN THE OVERALL EQUIP-
MENT OR SYSTEM.

I Programmable Products

Omron Companies shall not be responsible for the user’s programming of a programmable Product, or
any consequence thereof.

Disclaimers

I Performance Data

Data presented in Omron Company websites, catalogs and other materials is provided as a guide for
the user in determining suitability and does not constitute a warranty. It may represent the result of
Omron’s test conditions, and the user must correlate it to actual application requirements. Actual per-
formance is subject to the Omron’s Warranty and Limitations of Liability.

I Change in Specifications

Product specifications and accessories may be changed at any time based on improvements and oth-
er reasons. It is our practice to change part numbers when published ratings or features are changed,
or when significant construction changes are made. However, some specifications of the Product may
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Terms and Conditions Agreement

be changed without any notice. When in doubt, special part numbers may be assigned to fix or estab-
lish key specifications for your application. Please consult with your Omron’s representative at any
time to confirm actual specifications of purchased Product.

I Errors and Omissions

Information presented by Omron Companies has been checked and is believed to be accurate; how-
ever, no responsibility is assumed for clerical, typographical or proofreading errors or omissions.
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Safety Precautions

Safety Precautions

Definition of Precautionary Information

The following notation is used in this guide to provide precautions required to ensure safe usage of
this library on the NA-series Programmable Terminals.

The safety precautions that are provided are extremely important to safety. Always read and heed the
information provided in all safety precautions.

The following notation is used.

Indicates a potentially hazardous situation which, if
not avoided, could result in death or serious injury.

A WARN I N G Additionally, there may be severe property

damage.

Indicates a potentially hazardous situation which, if

A Caution not avoided, may result in minor or moderate
injury, or property damage.

Symbols

The circle and slash symbol indicates operations that you must not do.
The specific operation is shown in the circle and explained in text.
This example indicates prohibiting disassembly.

The triangle symbol indicates precautions (including warnings).

The specific operation is shown in the triangle and explained in text.

This example indicates a precaution for electric shock.

The triangle symbol indicates precautions (including warnings).

The specific operation is shown in the triangle and explained in text.

This example indicates a general precaution.

The filled circle symbol indicates operations that you must do.

The specific operation is shown in the circle and explained in text.

This example shows a general precaution for something that you must do.

S>>

Cautions

/\ Caution
Read all related manuals carefully before you use this library. 2

Start actual system application only after sufficiently checking project, subroutine and the opera-
tion of the program at the connected device side.
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Safety Precautions

You must confirm that the user program and parameter values are appropriate for the specifica-
tions and operation of the devices.

This library and its relevant guides are assumed to be used by personnel that is given in Intended
Audience on page 1 in this guide. If you are not Intended Audience on page 1 or did not receive
training from such personnel, do not use them.

You cannot back up, restore, or compare some or all of the settings for certain slaves and Units.
Also, you cannot back up, restore, or compare data for disabled slaves or Units. After you restore
data, sufficiently confirm that operation is correct before you start actual operation.

If any of the following conditions is met, clear the absolute encoder home offsets from the list of
data items to restore, and then restore the data. Then, define the absolute encoder home again.
If you do not define home, unintended operation of the controlled system may occur.

a. The Servomotor or Servo Drive was changed after the data was backed up.

b. The absolute encoder was set up after the data was backed up.

c. The absolute data for the absolute encoder was lost.

> >P>
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Precautions for Safe Use

Operation

* In the user program, make sure to restrict access to IAGs so that only users who understand the
configurations of the target devices can execute the backup and restore operation.
» Before you restore data, make sure that the data is appropriate for the target device configuration

and operation.
* Do not power OFF or turn off communications for the Controllers, EtherCAT slaves, Programmable

Terminal, or any other devices while IAGs are executing a backup, restore or data comparison for

them.
* You need to prepare peripheral devices that are necessary for the IAG operation in advance. Do not

remove the peripheral devices until the IAG operation completes.
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Precautions for Correct Use

Precautions for Correct Use

Using the Library

* Do not use the same IAG in one project more than twice.
» Do not delete or hide objects contained in the IAGs.

Programmable Terminals NA-series Practices Guide NJ/NX/NA-series Backup and Restore IAG (V127)
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Related Manuals

Related Manuals

Manual name Man. No. Model numbers Application Description
NX-series CPU Unit W535 NX701-0000 Learning the ba- | An introduction to the en-
Hardware User's Manual sic specifications | tire NX701 system is pro-

of the NX701 vided along with the fol-
CPU Units, in- lowing information on the
cluding introduc- | CPU Unit.
tory information, | ¢ Features and system
designing, instal- configuration
lation, and main- | ¢ Introduction
tenance. * Part names and func-
Mainly hardware tions
information is * General specifications
provided. * Installation and wiring
* Maintenance and in-
spection
NX-series W593 NX102-0000 Learning the ba- | An introduction to the en-
NX102 CPU Unit sic specifications | tire NX102 system is pro-
Hardware of the NX102 vided along with the fol-
User’s Manual CPU Units, in- lowing information on the
cluding introduc- | CPU Unit.
tory information, | ¢ Features and system
designing, instal- configuration
lation, and main- | ¢ Introduction
tenance. * Part names and func-
Mainly hardware tions
information is * General specifications
provided. * Installation and wiring
* Maintenance and in-
spection
NX-series W578 NX1P2-0000 Learning the ba- | An introduction to the en-
NX1P2 CPU Unit sic specifications | tire NX1P2 system is pro-
Hardware of the NX1P2 vided along with the fol-
User’s Manual CPU Units, in- lowing information on the
cluding introduc- | CPU Unit.
tory information, | ¢ Features and system
designing, instal- configuration
lation, and main- | ¢ Introduction
tenance. * Part names and func-
Mainly hardware tions
information is * General specifications
provided. * Installation and wiring
* Maintenance and in-
spection
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Related Manuals

Manual name Man. No. Model numbers Application Description
NJ-series CPU Unit W500 NJ501-00000 Learning the ba- | An introduction to the en-
Hardware User's Manual NJ301-00000 sic specifications | tire NJ-series system is

NJ101-0000 of the NJ-series | provided along with the
CPU Units, in- following information on
cluding introduc- | the CPU Unit.
tory information, | ¢ Features and system
designing, instal- configuration
lation, and main- | * Introduction
tenance. * Part names and func-
Mainly hardware tions
information is * General specifications
provided. * Installation and wiring
* Maintenance and in-
spection
NJ/NX-series CPU Unit W501 NX701-0000 Learning how to | The following information
Software User’s Manual NX102-01000 program and set | is provided on a Controller
NX1P2-00000 up an NJ/NX- built with an NJ/NX-series
NJ501-0000 series CPU Unit. | CPU Unit.
NJ301-00000 Mainly software |+ CPU Unit operation
NJ101-0000 information is * CPU Unit features
provided. * Initial settings
* Programming based on
IEC 61131-3 language
specifications
NX-series Z930 NX-SLOOOO Learning how to | Describes the hardware,
Safety Control Unit NX-SI10000 use NX-series setup methods, and func-
User's Manual NX-SoOOOd Safety Control tions of the NX-series
Units. Safety Control Units.
Sysmac Studio Version 1 | W504 SYSMAC Learning about | Describes the operating
Operation Manual -SE2010101 the operating procedures of the Sysmac
procedures and | Studio.
functions of the
Sysmac Studio.
NA-series V117 NAS-OOwOOOd Learning the Information is provided on
Programmable Terminal specifications NA-series Programmable
User’s Manual and settings re- | Terminal specifications,
User’s Manual quired to install part names, installation
an NA-series procedures, and proce-
Programmable dures to connect an NA
Terminals and Unit to peripheral devices.
connect periph- | Information is also provid-
eral devices. ed on maintenance after
operation and trouble-
shooting.
NA-series Programmable | V118 NAS-OOwOOOd Learning about Describes the pages and

Terminal
Software User’s Manual

NA-series PT
pages and ob-
ject functions.

object functions of the NA-
series Programmable Ter-
minals.
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Related Manuals

Manual name Man. No. Model numbers Application Description
NA-series V119 NA5S-COwOOOO Learning about Describes how to connect
Programmable Terminal the specifica- an NA-series Programma-
User’s Manual tions required to | ble Terminal to Controllers
Device Connection connect devices | and make necessary set-

to an NA-series | tings.
PT.
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Using IAGs

This section describes how to register IAGs in a project and how to use them in the
project.

1-1 Registering IAGs and Using IAGs for Projects .........ccccourivmrnrnnnsinnnnnnnsinnne 1-2
1-1-1 REGISEMNNG IAGS ... e 1-2
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1 Using IAGs

1-1 Registering IAGs and Using IAGs for

Projects

Unzip the provided file on your computer and save the IAG collection (with the .iag extension).
To use the IAGs, you need to register the IAGs in the Toolbox of your Sysmac Studio. After the regis-

tration, you can drag and drop them to a page for use, just like other objects.

For details on the basic functions of the IAGs, refer to the section related to the IAGs in the NA-series
Programmable Terminal Software User's Manual (V118).

|~ Version Information

You need the Sysmac Studio version 1.31 or higher to use the NJ/NX/NA-series Backup and

Restore I1AGs.

% Additional Information

IAGs serve as a software library, with which you can distribute functions created by combining

objects and subroutines provided by the NA-series Programmable Terminal.

IAGs are distributed as an IAG collection (with the .iag extension). One IAG collection contains
one or more IAGs related to a specific function.

1-1-1  Registering IAGs

1 Start the Sysmac Studio. Open a project that uses IAGs or create a new project.

Offline

@ Open Project

&F Import...

Online

'9' Connect to Device
Version Control

W, Version Control Explorer
License

B3 License

Type of project

™3 Project Properties

Project name

Author

Comment

Type Standard Project

= :
if Select Device

Category

Device

Version

Select device

Create
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1 Using IAGs

m Precautions for Correct Use

If you create a new project, be sure to configure the following settings for using the IAG.
» Type of project: Select Standard Project

» Device category: Select HMI

» Device version: Select 1.12 or higher

Buisn pue soy| bulaysibay -1

sjo9foud 10} sOY|

2 From the menu, select Project - IAG Collections Manager.

D MNew Project - HMI_NAS 0 - Sysmac Studio (32bit)

Build HMI
Device IncrementalBuild HMI  Ctrl+Fs
| Resource usage

Reset Default Value

sovy| Buuslsibay |-1-|

Bz Data Logging

M Precautions for Correct Use

If you have multiple devices registered in the project, make sure that the selected device is the
NA-series Programmable Terminal. If no NA-series Programmable Terminal is selected, the
menu for the IAG Collections Manager does not appear.

3 Click the + button. Select the IAG collection (with the extension .iag) and click Open.

[ New Project - HMI_NAS. 0 - Sysmac Studio (32bit] O
File  Edit View Inset Project HMI Simulation Tools Window Help

Multiview Explorer Toolbox

=1
HMINAS O v | = v 4 [ > ThisPC 5 TIB0BIBIO0D(C) 5 iag o | | Searchiag aicslia s

Organise = New folder v O @

2 3D Objects - Name Date modified Type

I Deskiop [ [7] NINXNA Backup Restore_V1.0.1.0.iag ]aotu/zms 16:24 IAG File
[E Documents
& Downloads
D Music

& Pictures

B Videos
&, TI30818700D (C:)
s USB Drive (D)

- USBDrive (D) w <

File name: v| IAG Collection Files (iag)

(=) =

H Fiiter

4 Check the Show in Toolbox checkbox of the IAG collection you want to display in the Toolbox.
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1 Using IAGs

3 1AG s Manager

B v NJNXNA_Backup_Restore, Version = 1.0.1.0

Publisher OMRON Corporation
1.0.1.0
Minimum supported HMI version 1.12
Description NJ/NX/NA-series Backup and Restore IAGs

Name | Category | Version | Description
NI/NX/NA Backup Restore
BRInitialization 10.1.0  Initializing the Backup and Restore function

NJ/NX/NA Backup Restore . .
ConfigureBackup 10.1.0 Setting the configuration of Backup

NJ/NX/NA Backup Restore -

BackupToUSBMemory Backing up to USE memory

NJ/NX/MA Backup Restore

BackupToFTPServer 1.0.1.0 Backing up to FTP server

NI/NX/NA Backup Restore . )
ConfigureRestore 10.1.0  Setting the configuration of Restore

NJ/NX/NA Backup Restore

RestoreFromUSBMemary 10.1.0 Restoring from USB memory

NJ/NX/NA Backup Restore

CompareTolatestBackup 10.1.0 Comparing to the latest backup data

NJ/NX/NA Backup Restore
ExportBRConfiguration 10.1.0 Exporting the Configuration of Backup and Restore

NJ/NX/NA Backup Restore
ImportBRConfiguration 1.0.1. Importing the Configuration of Backup and Restore

The Toolbox displays the IAGs.

5 Select an IAG from the Toolbox and drag & drop it onto the page editor.

Flow Meters

Hoppers

Motors

NJ/NX/NA Backup Restore

ToFTPSel

BackupToUSBMemory

Drag & Drop ERlInitialization

CompareTolatestBackup

ConfigureBackup
ConfigureRestore

- ExportBRConfiguration

ImportBRConfiguration
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1 Using IAGs

M Precautions for Correct Use

» Each IAG supports a specific version of NA-series Programmable Terminal. If you specify an
older version of the Programmable Terminal for a standard project than that supported by an
IAG, you cannot use the IAG for the project. Refer to A-2 IAG Versions on page A-4 for the
relationship between the IAG and device versions.

* You can use the IAGs only on user-created pages of a standard project. You cannot use them
on the IAG project pages.

» Depending on the individual specifications of the IAG objects, the location and the number of
IAG objects you can use may be limited. Refer to Section 3 Individual Specifications of Each
IAG on page 3-1.

Buisn pue soy| bulaysibay -1

sjo9foud 10} sOY|

sovy| Buuslsibay |-1-|
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1-6 Programmable Terminals NA-series Practices Guide NJ/NX/NA-series Backup and Restore IAG (V127)



Common Specifications of IAG

This section describes the common specifications of the NJ/NX/NA-series Backup and
Restore IAGs.

21
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2 Common Specifications of IAG

2-1 Function

NJ/NX/NA-series Backup and Restore IAGs (hereinafter, "IAGs" unless otherwise noted) function on a
NA-series Programmable Terminal as software components to back up, restore and compare data of
Controllers and the NA-series Programmable Terminal.

@ Additional Information

» To back up, restore or compare the data of a NJ/NX-series CPU Unit, IAGs use the SD Mem-
ory Card backup function of the CPU Unit. And therefore, the scope of those operations with
IAGs depends on the SD Memory Card backup function capability. For details on the SD
Memory Card backup function, refer to the NJ/NX-series CPU Unit Software User’s Manual
(Cat. No. W501).

» For a backup of an NX-series Safety Control Unit, IAGs back up the Safety Unit restore file in
the SD Memory Card in the connected NX-series CPU Unit. Therefore, you need to store the
Safety Unit restore file in the SD Memory Card in advance. Refer to the NX-series Safety
Control Unit User’s Manual (Cat. No. Z930) for details.

2-11 Backup

You can use IAGs to back up programs and settings of NJ/NX-series CPU Units, as well as those of
the NA-series Programmable Terminal. You can also back up the Safety Unit restore file in the SD
Memory Card in the NX-series CPU Unit or NX-series Communication Control Unit, either of which is
connected to an NX-series Safety Control Unit.

In addition, you can specify a save-in location of the backup data and how to start a backup using the
IAG.

I Selecting a Backup Start Method

You can select a backup start method from any of the following:
* Manually execute a backup by using the BackupToUSBMemory or BackupToFTPServer button
» Use ConfigureBackup to perform scheduled backup on a regular basis

@ Additional Information

The scheduled backup can be executed when the storage location for the backup result is set
to an FTP server.

I Selecting Storage Location for Backup Result

You can select a storage location for the backup result from the following two locations:
» USB flash drive inserted to the NA-series Programmable Terminal
» FTP server accessible by the NA-series Programmable Terminal

@ Additional Information

If you select an FTP server as the storage location, you can configure the backup settings to
save only device data that has been changed since the last backup.
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2 Common Specifications of IAG

I Behavior of Each Device and Data Flow

As shown in the figure below, IAGs execute a backup by using each device’s function, and each de-

vice collects the backup data.
If you configure the backup settings to save only device data that has been changed form the last

backup, the IAGs execute a back up only after performing a comparison for each device. For details
on the comparison, refer to 2-1-3 Comparison on page 2-10.

uonouny -z

@ Executing Backup of NJ/INX-series CPU Units
IAGs execute a backup by using the SD Memory Card backup function of the NJ/NX-series CPU

Unit.
The IAGs read out data from the SD Memory Card in the NJ/NX-series CPU Unit and write it to the

specified save-in location. Simultaneously, they also write the data to the SD Memory Card in the
NA-series Programmable Terminal and save as the latest backup data.

dnyoeg |-1-Z

NA-series Programmable Terminal

SD Memory Card

\
< A

Save-in location of (1) Start a backup using the
backup data SD Card backup function

(2) Read backup results
using the SD Memory
Card backup function

Ethernet

FTP server USB'I\\/Iemory
|

(3) Transfer data

NA-series data

oo L 1
T ' SD Memory Card Data
1 L

I
! NJ/NX-series NX-series

[ | NX-series Safety CPU Unit Safety Control Unit*

|/ Control Unit data

* Cannot be mounted
Backup data to l_\lJ-serles CPU
Units
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2 Common Specifications of IAG

® Executing Backup of NX-series Safety Control Units
IAGs read out the Safety Unit restore file in the SD Memory Card inserted to the NJ/NX-series CPU
Unit and verify the safety signature information.
The IAGs also read out the safety signature of the validated program in the NX-series Safety Con-
trol Unit.
After comparing the two safety signatures, the IAGs aborts the backup if they find the two signa-
tures are different. If the comparison shows they match, the IAGs read out the Safety Unit restore
file and write the data into the specified save-in location. Simultaneously, they also write the data to
the SD Memory Card in the NA-series Programmable Terminal and save as the latest backup data.

NA-series Programmable Terminal

SD Memory Card (3) Compare safety signature data

. o o o I_AL\1
< A

Save-in location of
backup data (1) Read safety signature data

(2) Read safety signature data

FTP server USB Memory, Etheret
IS
| (4) Transfer restore
file
. . Data
NA-series data NX-series Safety SD Memory
Unit Restore File Card
j NX-series data
e ’I NX-series NX-series
I NX-series Safety CPU Unit Safety Control Unit
I Control Unitdata 1 NX-series
v j Communication
Control Unit

Backup data
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2 Common Specifications of IAG

® Executing Backup of NA-series Programmable Terminal
IAGs write the HMI project downloaded to the NA-series Programmable Terminal to the specified
save-in location. Simultaneously, they also write the data to the SD Memory Card in the NA-series
Programmable Terminal and save as the latest backup data.

NA-series Programmable Terminal

uonouny -z

1) Transfer dat |
(1) Transfer data Data
SD Memory Card

\
<

Save-in location of
backup data

0I0)S9Y Z-1-Z

FTP server USB Memory Ethernet
NG

1 1
: j NA-series data : .
| |

j NJ/NX-series data SD Memor;: Card

NJ/NX-series NX-series
NX-series Safety CPU Unit Safety Control Unit*
Control Unit data NX-series

Communication

Control Unit

Backup data * Cannot be mounted
to NJ-series CPU
Units

2-1-2  Restore
You can restore devices with their backup data you saved using IAGs. To restore a device, you need
its backup data saved in the USB flash drive on the NA-series Programmable Terminal, or its latest

backup data saved in the SD Memory Card.
You cannot read the data directly from the FTP server to use it for the restore. You can start a restore

only by pressing the IAG button.
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2 Common Specifications of IAG

M Precautions for Correct Use

» After IAGs execute a restore, some changes may be made in the settings of related devices,
causing a communications failure between the NA-series Programmable Terminal and the
NJ/NX-series CPU Units. In this case, the restore completion result from the IAGs cannot be
acknowledged, and therefore the restore result is indicated as a failure. However, even
though this occurs, the target NJ/NX-series CPU Units are successfully restored with the
backup data.

* You cannot use IAGs to restore NX-series Safety Control Units. You need to use the Safety
Unit restore function for such restore. For details, refer to relevant sections in the NX-series
Safety Control Unit User’s Manual (Cat. No. Z930).
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2 Common Specifications of IAG

I Behavior of Each Device and Data Flow

IAGs write data to each device and execute a restore by using each device’s function as shown in the

figure below.

® Executing Restore of NJ/NX-series CPU Units
The IAGs read out data of the NJ/NX-series CPU Unit from the USB flash drive or the latest backup
in the SD Memory Card on the NA-series Programmable Terminal, and then write it to the SD
Memory Card in the NJ/NX-series CPU Unit.
They execute a restore by using the SD Memory Card backup function of the NJ/NX-series CPU
Unit.
After restoring the NJ/NX-series CPU Unit successfully by using the IAG, cycle the power supply to
the Controller and all of the EtherCAT slaves. For details, refer to the restore section of the SD
Memory Card backup function in the NJ/NX-series CPU Unit Software User’s Manual (Cat. No.

W5071).

uonouny -z

0I0)S9Y Z-1-Z

NA-series Programmable Terminal

hu |

SD Memory Card

USB Memory

o O D

(3) Read restore results of

the SD Card backup

NA-series data

) 1 (2) Start a restore using
NJ/NX-series data | the SD Card backup
1

T

NX-series Safety
|/ Control Unit data

Ethernet

(1) Transfer data

Data used for restoration

I
Data

SD Memory Card
L

NJ/NX-series NX-series Safety
CPU Unit Control Unit*

* Cannot be mounted
to NJ-series CPU
Units
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2 Common Specifications of IAG

® Executing Restore of NX-series Safety Control Units
IAGs read out the Safety Unit restore file of the NX-series Safety Control Unit from the USB flash
drive or the latest backup in the SD Memory Card on the NA-series Programmable Terminal, and
then write it to the SD Memory Card in the NJ/NX-series CPU Unit.

NA-series Programmable Terminal

hll

SD Memory Card

USB Memory

-

NA-series data

o o D

NX-series data
I

r
: NX-series Safety 1

; 1
; L Control Unitdata Ethernet Restore by using the Safety Unit
1 1 restore function. Unit switch
operation required.

A T fer dat
Data used for restoration (1) Transfer data

D
SD Memory Card I Data
L

NX-series NX-series

CPU Unit Safety Control Unit

NX-series

Communication
Control Unit

M Precautions for Correct Use

You cannot use IAGs to restore NX-series Safety Control Units. You need to use the Safety Unit
restore function for such restore.
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2 Common Specifications of IAG

® Executing Restore of NA-series Programmable Terminal
To restore an NA-series Programmable Terminal, IAGs use the data in the USB flash drive or the
latest backup data in the SD Memory Card on the NA-series Programmable Terminal.
Once the restore is successfully completed, the NA-series Programmable Terminal restarts auto-

matically.

NA-series Programmable Terminal

h || |
SD Memory Card (1) Transfer data
4>| I Data

USB Memory

uonouny -z

0I0)S9Y Z-1-Z

NJ/NX-series data

NX-series Safety
|/ Control Unit data

Data used for restoration .

SD Memory Card
L

Ethernet

NJ/NX-series NX-series Safety
CPU Unit Control Unit*
NX-series

Communication
Control Unit
* Cannot be mounted
to NJ-series CPU
Units
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2 Common Specifications of IAG

2-1-3  Comparison

You can use IAGs to compare the latest backup data and the current status of actual devices for verifi-
cation. For this comparison, use the latest backup data you saved in the SD Memory Card in the NA
series Programmable Terminal. Users cannot specify which data to be used for such comparison.

I Behavior of Each Device and Data Flow

IAGs write data to each device and execute a comparison by using each device’s function as shown in
the figure below. The comparison is executed on all the devices configured as the backup target. Even
when you configure the settings to back up only device data that has been changed since the latest
backup, the comparison is executed on all the devices configured as the backup target.

® Executing Comparison of NJ/NX-series CPU Units
The IAGs access the latest backup data to read out data of the NJ/NX-series CPU Unit, and then

write it to the SD Memory Card in the NJ/NX-series CPU Unit.
They execute a comparison by using the SD Memory Card backup function of the NJ/NX-series

CPU Unit.

NA-series Programmable Terminal

SD Memory Card

o o o
(3) Read comparison results of the
- SD Memory Card backup function
| NA-series data (2) Start a comparison
== mmmmm—— - o using the SD Memory
: NJ/NX-series data 1 Card backup function
1 —r 1
[ | NX-series Safety Ethernet
|/ Control Unit data
(1) Transfer data <:'>
Last backup data D
SD Memory Card Data
L
NJ/NX-series NX-series

CPU Unit Safety Control Unit*

* Cannot be mounted
to NJ-series CPU
Units
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2 Common Specifications of IAG

® Executing Comparison of NX-series Safety Control Units
IAGs access the latest backup data to read out the safety signature from the Safety Unit restore file

of the NX-series Safety Control Unit.
They also read out the safety signature of the validated program in the NX-series Safety Control

Unit.
After comparing the two safety signatures, the IAGs display the verification result.

NA-series Programmable Terminal

uonouny -z

N

SD Memory Card (3) Comparei-safety sig"nature data g
- hl g

0o o0 o 3

A A g

NA-series data (1) Read safety
— signature

[ ] data
NX-series data (2) Read safety
signature data

r

1 [ | NX-series Safety
: | ) Control Unit data
I

Last backup data . | I

Ethernet

Data

SD Memory Card

NX-series NX-series
CPU Unit Safety Control Unit
NX-series
Communication
Control Unit
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2 Common Specifications of IAG

® Executing Comparison of NA-series Programmable Terminal
IAGs read out the check code of the NA-series Programmable Terminal data from the latest backup

data.
They also read out the check code of the HMI project downloaded to the the NA-series Program-

mable Terminal.
After comparing the two check codes, the IAGs display the verification result.

NA-series Programmable Terminal

(3) Compare check code = I Data
i

” " 4 (2) Read check code
SD Memory Card

¢ o O

(1) Read check code

NJ/NX-series data

NX-series Safety
| __J Control Unit data Ethernet

Last backup data .

SD Memory Card

NJ/NX-series NX-series
CPU Unit Safety Control
NX-series Unit*

Communication
Control Unit

* Cannot be mounted
to NJ-series CPU

Units
2-1-4  |AG Types
The NJ/NX/NA-series Backup and Restore IAGs are listed in the table below.
IAG Name Name Outline
BRInitialization Initializing the Backup | Performs necessary initialization for using other IAGs.

and Restore function Prepares for starting the backup and restore operations.

Starts monitoring of a scheduled backup if any.

BackupToUSB- Backing up to USB Starts the backup operation and displays the result.

Memory memory Writes the backup result to the USB flash drive on the NA-series
Programmable Terminal.
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2 Common Specifications of IAG

IAG Name

Name

Outline

BackupToFTP-
Server

Backing up to FTP
server

Starts the backup operation and displays the result.
Writes the backup result to the FTP server that is accessible by the
NA-series Programmable Terminal.

ConfigureBackup

Setting the configura-
tion of Backup

Allows users to configure necessary settings for executing a back-
up.

RestoreFro-
mUSBMemory

Restoring from USB
memory

Starts the restore operation and displays the result.

The data used for restoration is read from the USB flash drive on
the NA-series Programmable Terminal or the latest backup data
stored in the SD Memory Card.

ConfigureRes-
tore

Setting the configura-
tion of Restore

Allows users to configure necessary settings for a restore.

CompareTolLa-
testBackup

Comparing to the lat-
est backup data

Compares the current status of each device against the last back-
up data, which was saved by BackupToUSBMemory or Backup-
ToFTPServer.

ExportBRConfi-
guration

Exporting the Configu-
ration of Backup and
Restore

Exports a file containing the backup and restore settings saved by
ConfigureBackup and ConfigureRestore to the specified save-in lo-
cation.

ImportBRConfi-
guration

Importing the Configu-
ration of Backup and
Restore

Imports the backup and restore settings that were exported to a file
by using ExportBRConfiguration and reflects the settings of Config-
ureBackup and ConfigureRestore.
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2 Common Specifications of IAG

2-2 Target Devices and Configuration

You can specify the NA-series Programmable Terminal where IAGs are running, as a target device.
You can also select up to three N/NX-series CPU Units as target devices from the internal and exter-
nal devices configured in an HMI project on the NA-series Programmable Terminal.

NX-series Safety Control Units connected to those selected NX-series CPU Units can be specified as
target devices, as well. However, you cannot use IAGs to restore NX-series Safety Control Units.

Devices connected to an NJ/NX-series CPU Unit are covered by the SD Memory Card backup func-
tion of the CPU Unit. Refer to the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501) for
details.

2-2-1  Configuration

The NJ-series and NX-series CPU Units are listed in separate configuration examples below, but you
can use IAGs in a configuration containing both CPU Units.

» Configuration example 1: Configuration Using the NJ-series Units

NX-series Communica-

NJ-series tion Control Unit
Sysmac Studio @ L ] m Ji
i iz
o J ]

o o

EtherNet/IP

Example: Serial Communications Unit

[mm)
Sysmac Studio ) o8
Example: EtherNet/IP Unit % =
NJ-series / EtherNet/IP *D @
Power Supply Unit CPU Unit 1 NJ-series EtherNetIP
/—as. | | i T slaves 4@'
— = I o
I
iy g = mL £, ﬁ
. 4] @‘ ﬂ [D @ Example: CompoNet Master Unit
e 7 N CompoNet
Built-in EtherNet/IP port Example: DeviceNet Unit
Built-in EtherCAT port Serial oS aey|e
communication
DeviceNet
i l"—l""""‘ ]
3] l' N
EtherCAT
|
g
u
| Slave Terminal | | Servo Drives |

The shaded area indicates the scope of the NJ/NX/NA-series Backup and Restore IAG
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2 Common Specifications of IAG

» Configuration example 2: Configuration Using the NX-series Units

NX-series Communica-

NA-series tion Control Unit
Sysmac Studio ; 7

NX102 NX-series Safety
CPU Unit Control Unit G~

HEE—

Eldd

EtherNet/IP

uoneanBlyuos pue sasineq jebiel z-z

&/
i i B
i L [
L B
Built-in EtherNet/IP
port [
| NX-series Communications
Interface Unit
N
o
I Serial communications devices 5‘
o
Built-in EtherCAT: =1
port @
(=] S
a L
=
General-purpose components or OMRON components >
EtherCAT
¥
I L
(Bl 3 (T
Slave Servo Drives

Terminal

| EtherNet/IP slaves |

EtherNet/IP

=17
%

o ©
4 .

The shaded area indicates the scope of the NJ/NX/NA-series Backup and Restore IAG

a/—W\:]h
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2 Common Specifications of IAG

2-2-2  Target Devices

The following devices can be set as target devices.

Name Model Version
NJ-series CPU Unit'! NJ101/ 301/ 501-0000 1.14 or higher
NX-series CPU Unit™! NX102-0000 1.30 or higher
NX701-0J000 1.14 or higher
NX-series Communication Control Unit'2 | NX-CSGLIIL 1.01 or higher
NX-series Safety Control Unit3 NX-SLsULIL 1.3 or higher
NA-series Programmable Terminal NAS5-7W/9W/12W/15W(-V1) 1.12 or higher
SD Memory Card HMC-SD291/491 -
USB flash drive FZ-MEM2G/8G -
FTP server The operation has been tested by the following -
FTP server:
Windows Server 2016 11S Ver.10.0
Sysmac Studio Standard Edition Ver.1... | SYSMAC-SE2[100] 1.31 or higher
O

*1. You can specify up to three NJ/NX-series CPU Units in total.
*2. You cannot perform a backup, restore, or comparison on the NX-series Communication Control Units.
*3.  You can also set an NX-series Safety Control Unit that is connected to an NX-series CPU Unit.

M Precautions for Correct Use

* You need to insert an SD Memory Card to the NA-series Programmable Terminal and the
NJ/NX-series CPU Unit that are set as the target devices.

» To execute a backup or comparison for an NX-series Safety Control Unit connected to an NX-
series Communication Control Unit, the NX-series Communication Control Unit must have
the SD Memory Card inserted.
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2 Common Specifications of IAG

2-3 How to Create a Project

Using a combination of IAGs in an HMI project allows you to use the backup and restore functions. For
using the backup function, you need to use BRInitialization, BackupToUSBMemory, and Configure-
Backup for your HMI project.

The IAGs do not have a function to move between pages. Users need to design the HMI application
on their own.

jo0louad e 8jealn 0} MOH -2

BRInitialization

Button event
For ShowPage action,
set Page0

Button event
For ShowPage action,
set Page1

Page name: Page1 I

Page name: Page0
BackupToUSBMemory

*Startup Page

Button event
For ShowPage action,
set Page0

Button event
For ShowPage action,
set Page2

\

Page name: Page2

ConfigureBackup

EI Precautions for Correct Use

» To use the IAGs, make sure to use BRInitialization at the startup page.
* You need to design the HMI project not to allow page transition during a restore.
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2 Common Specifications of IAG

2-4 Using the Functions

2-4-1 Backup

I Preparation

» Correctly install each device that is necessary for equipment control. Correctly download created
projects and settings into each of them and make sure the devices run without errors.

» Create IAGs necessary for executing a backup in the HMI project by using the Sysmac Studio and
download it to the NA-series Programmable Terminal. The IAGs used for executing a backup are as
follows:

a) BRInitialization

b) ConfigureBackup

c) BackupToUSBMemory
d) BackupToFTPServer

* Insert an SD Memory Card to all the NJ/NX-series CPU Units, NX-series Communication Control
Units and NA-series Programmable Terminal that are specified as target devices for the backup.

@ Precautions for Correct Use

To execute a backup by using the IAGs, you need to correctly install each device that is neces-
sary for equipment control and download created projects and settings into each of them, and
make sure the devices run without errors.
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2 Common Specifications of IAG

I Specifying Target Device

Use the screen on the NA-series Programmable Terminal and display ConfigureBackup. Specify a de-

vice to back up.
» From the drop-down list of the Target device field, select a target device for backup and check the

Selection box.

suonoung ayy buisn $-z

Set from the drop-down list

192.168.250.1 new_Controller_0

dnyoeg |-y-Z

HMI_NAS5_0

Save button

Select a device targeted for backup

 After you finish selecting, touch the Save button to save the settings.
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2 Common Specifications of IAG

I Specifying Data Storage Location

First, connect a storage device for the backup to the NA-series Programmable Terminal.

* Saving to a USB Memory de-  Connect a USB Memory device to the USB host port
vice:
* Saving to an FTP server: Connect the NA-series Programmable Terminal to the FTP server via Ether-
net

Use the screen on the NA-series Programmable Terminal and display ConfigureBackup. Specify the
Save-in settings to set the backup storage location.

* Saving to a USB Memory de-  Specify the full path for the save-in location
vice:

e Saving to an FTP server: Specify the FTP server connection settings (host name, mode, port, user
name, and password) as well as the full path for the save-in directory

Save-in location of the backup data when BackupToUSBMemory is selected

192.168.250.139 Passive

user

bup

I |

Save button

Save-in location of the backup data
when BackupToFTPServer is selected

Settings to save the difference from the last backup data when BackupToFTPServer is selected

* When an FTP server is specified as the save-in location of the backup data, you can set Backup
difference from the last backup to Yes to compare the actual status against the latest backup data
and save only device data that has been changed since the last backup.

* Once the settings are complete, touch the Save button to save the settings.

% Additional Information

The backup data is saved in a folder, whose name consists of Backup name and the date and
time information (year, month, day, hour and minutes), in the directory specified at the Path field
of Save-in. Refer to 2-5 Backup Data Structure on page 2-30 for details.
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I Starting Execution

Start the backup as below.
The backup can be started by pressing the button on BackupToUSBMemory or BackupToFTPServer,

or by specifying the schedule on ConfigureBackup. Refer to Button Operation on Backup ToUSBMe-
mory or BackupToFTPServer on page 2-21 or Specifying a Schedule with ConfigureBackup on page

2-22 for details.

suonoung ayy buisn $-z

m Precautions for Correct Use

Execution of multiple backups is not allowed.
» To start a scheduled backup, keep a sufficient interval after the precedent backup.
» To start a backup by the button operation, ensure that another backup is not being executed.

@ Button Operation on BackupToUSBMemory or BackupToFTPServer
Use the NA-series Programmable Terminal and display BackupToUSBMemory or BackupToFTP-
Server. Touch the Start backup button.

dnyoeg |-y-Z

* Saving to a USB Memory device: Display BackupToUSBMemory
* Saving to an FTP server: Display BackupToFTPServer

Status

Target device

Controller n

. -

i -

Start backup button
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2 Common Specifications of IAG

® Specifying a Schedule with ConfigureBackup

You can perform scheduled backup on a regular basis if you specify an FTP server as the save-in
location for the backup.

Use the screen of the NA-series Programmable Terminal and display ConfigureBackup. In the
Schedule field, specify a schedule to start the backup.

Schedule Save button

» Up to two backup schedules can be specified. The checked schedule is enabled.
* Once the settings are complete, touch the Save button to save the settings.
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2 Common Specifications of IAG

I Checking the Result

Use the screen on the NA-series Programmable Terminal and display BackupToUSBmemory or Back-
upToFTPServer. Check the Status field and the Message field.

suonoung ayy buisn $-z

Target device

Controller new_Controller_0 192.168.250.1

Controller Execution status and
result for each
device targeted for
backup

Controller

dnyoeg |-y-Z

Backup result

 Information of the status, backup completion and error presence of each device is saved as a log file
in the location where the backup data is saved. Refer to 2-5 Backup Data Structure on page 2-30

for details.
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2 Common Specifications of IAG

2-4-2 Restore

I Preparation

» Correctly install each device that is necessary for equipment control. Correctly download created
projects and settings into each of them and make sure the devices run without errors.

» Create IAGs necessary for executing a restore in the HMI project by using the Sysmac Studio and
download it to an NA-series Programmable Terminal. The IAGs used for executing a restore are as
follows:

a) BRInitialization
b) ConfigureRestore
c) RestoreFromUSBMemory

* Insert an SD Memory Card to all the NJ/NX-series CPU Units, NX-series Communication Control
Units and NA-series Programmable Terminal that are specified as target devices for the restore.

* Insert a USB flash drive containing the restore data into the NA-series Programmable Terminal.

I Specifying Data for Restoration

Use the screen on the NA-series Programmable Terminal and display ConfigureRestore. Specify data

for restoration.

* In the Restore data field, select the backup data folder whose name consists of the name you
specified for Backup name and the date and time information (year, month, day, hour and minute).

Restore data settings Display the folder selection screen

© Latest backup data (SD Card) (201912180435)
Restore data

HMI_NAS_0

Save button

* Once the settings are complete, touch the Save button to save the settings.

@ Additional Information

You can select the latest backup data for restore. It is allowed only when the last backup was
successfully completed by using IAGs.
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2 Common Specifications of IAG

I Specifying Target Device

Use the screen on the NA-series Programmable Terminal and display ConfigureRestore. Select devi-

ces for the restore. Also, select which data to restore for each selected device.
» Check the Selection box of the Target device field.

© Lstest backup data (3D Card) (2019121

Restore data

Target device

192.168.250.1 new _Controller 0

Select a device targeted for restoration

» Touch the button located next to the device checked in the Selection field, and enter Restore

password.

Controller

Target data

Enter a restoration password Save button

Select a device targeted for restoration

 After you finish selecting, touch the Save button to save the settings.
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2 Common Specifications of IAG

@ Additional Information

The restore password is the one you specified for the NJ/NX-series CPU Unit by using the Sys-
mac Studio through the following steps: Controller Setup - Operation Settings - Basic
Settings - SD Memory Card Restore Setting - Password.

» Operation Settings
P SD Memory Card Settings
» SO Memory Card Program Transfer Setting

¥ SO Memory Card Restore Setting

Restore by system-defy - -
.ml abcd 12456

P Event Log Settings

P Security Settings

Reset all to default.

Output v I ¥

Restoration password
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2 Common Specifications of IAG

I Starting Execution

Start the restore as below.
Use the screen on the NA-series Programmable Terminal and display RestoreFromUSBMemory.

Touch the Start restoring button.
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Latest backup data (SD Card) (201912180435)

Target device Status

Controller new_Controller_0

. -

I0)S9Y Z--Z

. -

Start restoring button

EI Precautions for Correct Use

* IAGs execute a restore only when they can confirm that the backup data prepared for the re-
store shows the correct device names and models of the actual NJ/NX-series CPU Units and
the NA-series Programmable Terminal. If they do not match, the IAGs will not execute a re-
store for the devices.

* You cannot use IAGs to restore NX-series Safety Control Units. You need to use the Safety
Unit restore function for such restore. Refer to the NX-series Safety Control Unit User’s
Manual (Cat. No. Z930) for details.

+ Since the IAGs do not support version upgrades of the system program of the NA-series Pro-
grammable Terminal, you cannot execute a restore requiring such version upgrades. Use the
Sysmac Studio to update the system program version and download the HMI project.

I Checking the Resulit

Use the screen on the NA-series Programmable Terminal and display RestoreFromUSBMemory.

Check the Status field and the Message field.

+ Information of the status, restore completion and error presence of each device is saved as a log file
into the folder which contains the data used for the restore. Refer to 2-5 Backup Data Structure on

page 2-30 for details.
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2 Common Specifications of IAG

2-4-3

Comparison

Preparation

» Correctly install each device that is necessary for equipment control. Correctly download created

projects and settings into each of them and make sure the devices run without errors.

» Create IAGs necessary for executing a comparison in the HMI project by using the Sysmac Studio

and download it to an NA-series Programmable Terminal. The IAGs necessary for executing a com-
parison are as follows:
a) BRInitialization
b) CompareTolLatestBackup

* Insert an SD Memory Card for all the NJ/NX-series CPU Units and NA-series Programmable Termi-
nals that are targeted for comparison.

* Use the IAGs to perform a backup properly.

@ Additional Information

When you execute a backup by using IAGs, the backup data is saved as a temporary file in the
SD Memory Card inserted to the NA-series Programmable Terminal. This latest backup is
called "last backup data". Compare this last backup data against each device.

Starting Execution

2-28

Use the screen on the NA-series Programmable Terminal and display CompareToLatestBackup.
Touch the Start comparison button.

Last backup data (SD Card) 201912180643

Status

Matched

Target device

Controller

- --

- -

Start comparison button
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2 Common Specifications of IAG

I Checking the Result

Use the screen on the NA-series Programmable Terminal and display CompareTolLatestBackup.
Check the Status field and the Message field.
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Target device

Controller new_Controller_0

Controller

Execution status and result

for each deV|ce targeted
B o cornocicon -

Controller

uosuedwo) ¢-y-g

Start comparison

Comparison result
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2 Common Specifications of IAG

2-5 Backup Data Structure

This section describes the folder structure for backup data, as well as log files containing backup or
restore result data.

2-5-1 Folder Structure of Backup Data

The IAG saves the backup data in the specified storage location.
The structure of the save-in location is shown below.

I Folder name or file name I

Path specified at Save-in of ConfigureBackup

Name is generated by using Backup name of ConfigureBackup and the year, month, day, hour, and minutes

_D Backup Ist rManagement file used for internal processing
ackup.is LThis file is created when a backup is executed by IAG

—D Name of NAS5 targeted for backup

—D NASBackup.nabin

rFiIe containing data of NA-series Programmable
| Terminal

—D NASExtData.zip

—Ej Name of NJ/NX-series CPU Unit targeted for backup

—D NJBackup.dat or NXBackup.dat s
File containing data of NJ/NX-series CPU Unit

—D AutoloadCommand.ini ~| For NJ-series CPU Units, NJBackup.dat
\For NX-series CPU Units, NXBackup.dat

—D RestoreCommand.ini
(. .. .
_D SLSystem.dat File containing data of NX-series Safety Control

Unit
.
—D Results

Backup_YYYYMMDDhhmm.log =

rLog file of backup results )

_This file is created when a backup is executed by IAG |

Restore_YYYYMMDDhhmm.log (Log file of restoration results

This file is created by executing a restore with IAG
*YYYYMMDDhhmm: Year, month, date, kusing this backup data.

hour, and minutes of the execution

J

M Precautions for Correct Use

To save the backup data to the USB flash drive on the NA-series Programmable Terminal,
FAT32 is the recommended format. This is because more folders can be created in a folder
compared to using FAT16. The number of folders you can create depends on the number of
characters used for the folder names and their formats. The details conform to the specifica-
tions of FAT16 and FAT32.
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Log File of Backup Results

2 Common Specifications of IAG

When you execute a backup using IAGs, a log file (with the .log extension) is saved in the storage
location. The log file contains the same backup result data as displayed in the IAG window.

File contents

Description

[Outline]
Path=\USBDisk\Link1\Machine1_201909270315
Trigger=Schedule

StartTime=2019/09/27 03:15:19
EndTime=2019/09/27 03:15:40

Result=Fail

Info=An error occurred. Check the logs for details.

[Details]
Controller1=new_Controller0,NX102,192.168.250.8
Result=Success

Info=

Controller2= ,NX-SL5700,192.168.250.8
Result=Fail

Info=Signature mismatch
HMI=HMI_NA5_0,NA5-9W,192.168.250.2,0.0.0.0
Result=Success

Info=

Overall execution results
Data storage location
Backup start trigger
Backup start date and time
Backup end date and time
Result

Cause of the failure

Execution result of each device

Target device 1: Name, model, IP address
Result

Additional information

Target device 1: Name, model, IP address
Result

Additional information

Target device 1: Name, model, IP address
Result

Additional information

Log File of Restoration Results

When you execute a restore using IAGs, a log file (with the .log extension) is saved in the folder which
contains the data used for the restore. The log file contains the same restore result data as displayed

in the IAG window.

File contents

Description

[Outline]
Path=\USBDisk\Link1\Machine1_201909270315
StartTime=2019/09/27 03:15:19

EndTime=

Result=Fail

Info=An error occurred. Check the logs for details.

[Details]
Controller1=new_Controller0,NX102,192.168.250.8
Result=Success

Info=

Controller2= ,NX-SL5700,192.168.250.8

Result=

Info=Manual operation required
HMI=HMI_NA5_0,NA5-9W,192.168.250.2,0.0.0.0
Result=Success

Info=

Overall execution results
Data used for restoration
Restore start date and time
Restore end date and time
Result

Cause of the failure

Execution result of each device

Target device 1: Name, model, IP address
Result

Additional information

Target device 1: Name, model, IP address
Result

Additional information

Target device 1: Name, model, IP address
Result

Additional information
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2 Common Specifications of IAG

2-6

Precautions

2-6-1

2-6-2

2-6-3

2-6-4

2-32

Capacity of Storage Location

If the SD Memory Card, USB flash drive or FTP server runs out of storage space during a backup us-
ing IAGs, the backup fails. Be sure to check the following before executing backup:

* Make sure that the USB flash drive or the FTP server specified as the save-in location of the backup
data has sufficient storage capacity.

* Make sure that the SD Memory Card inserted to the NA-series Programmable Terminal has suffi-
cient storage capacity.

You need storage space equivalent to the total size of backup data of the specified NJ/NX-series CPU

Units, NX-series Safety Control Units and NA-series Programmable Terminal.

» For the NJ/NX-series CPU Units, refer to the section related to the SD Memory Card backup func-
tion in the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501).

» For the NX-series Safety Control Units, refer to the section related to the Safety Unit restore in the
NX-series Safety Control Unit User’s Manual (Cat. No. Z930) and check the file size of the Safety
Unit restore file generated by the Sysmac Studio.

* For the NA-series Programmable Terminals, refer to the section on the download using media in the
NA-series Programmable Terminal Software User's Manual (V118) and check the total size of files
(with an extension .nabin) generated by the Sysmac Studio.

Device Status and Communication

The IAGs use the SD Memory Card backup function of the NJ/NX-series CPU Unit for the backup,
compare and restore operations on the NJ/NX-series CPU Unit. Refer to the NJ/NX-series CPU Unit
Software User’s Manual (Cat. No. W501), and check the status of each device and communications
between devices to ensure normal operation.

When the communications fail between the NA-series Programmable Terminal and the NJ/NX-series
CPU Unit, they cannot check the execution status of their functions, or read or write data, and there-
fore their functions end abnormally. Ensure that normal communications are supported between the
devices.

Operation during Restore

Controllers suspend control operations during a restore of their data. Similarly, you cannot use the NA-
series Programmable Terminal for operations or viewing data during a restore of its data. For this rea-
son, you need to design the HMI project not to allow page transition on the NA-series Programmable
Terminal after a restore operation has started.

Multiple Executions

While executing a backup, restore, or comparison using IAGs, you cannot perform any of these func-
tions simultaneously using IAGs. For example, you cannot perform a comparison while a backup is
running.

If you attempt to perform two of them, the one executed later will fail as an error.
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2 Common Specifications of IAG

2-6-5 IAG Usage Quantity

You can use one for each IAG type in one HMI project. Do not use two or more of the same IAG type
in one HMI project. Also, do no use more than one IAG in one page. Using more than one IAG does
not result in an error, but the devices may not work as intended because of data inconsistencies

among the IAGs.
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Individual Specifications of Each

IAG
—

This section describes individual IAG specifications of the NJ/NX/NA-series Backup
and Restore IAG.

BRINItIAIZAtION. ..o e 3-2
BaCKUPTOUSBIMEMONY ........ccccceeiiicmeeesssssnneessssssmeessssssmneessssssmeessssssnnnesssssnmnessssssnnennas 3-3
BaCKUPTOFTPSEIVEN .......eeecerireeie s ss s sssssne s s e e e e s se s s ssmmnnn e e e e e e s ss s e s smmnnnnnes 3-5
LO02eY 1T [RT =1 = F-Ted (U] o 2 PPN 3-7
RestoreFromUSBMEMmMOrY .......ccoiiiiiiiiir s 3-10
ConfigureREStOre ..o —————— 312
CompareToLatestBackup ........ccccoommmiiiiiiiiicceme e 3-15
ExportBRCONFIQUIation ........cccovicciiiicccceee e e 3-17
IMpPOrtBRCONTIQUIratioN........ccccciiiiiiiiii e ssnen e e nmnnn e 3-19
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3 Individual Specifications of Each IAG

BRinitialization

Performs necessary initialization for using other IAGs.
Prepares for starting the backup and restore operations.
Starts monitoring of a scheduled backup if any.

Item Description
IAG name BRInitialization
Name Initializing the Backup and Restore function
Category NJ/NX/NA Backup Restore

User interface and appearance | None

Part names and functions -

IAG Collection Data

Item Description
IAG Collection Name NJNXNA_Backup_Restore
Source code published/not published | Not Published

Input Variables

None

In-Out Variables

None

Location and Quantity Allowed

Item Description

HMI Project Type | Standard Project
Page type Main Pages"?
Qty 1in a project

*1. Use for the startup page.

Functions

» BRInitialization performs initialization processing necessary for executing and configuring backup,
restore and comparison. It prepares for scheduled backups based on the backup setting.

» BRInitialization alone does not serve as a function. Make sure to use it on the startup page.
If a scheduled backup is configured, however, it runs the backup according to the settings regard-
less of other IAGs.
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3 Individual Specifications of Each IAG

BackupToUSBMemory

Starts the backup operation and displays the result.
Writes the backup result to the USB flash drive on the NA-series Programmable Terminal.

w

Item Description i:’r

IAG name BackupToUSBMemory -gl
Name Backing up to USB memory é
Category NJ/NX/NA Backup Restore =
User interface and appearance (1) Save-in location (2) Button for removing the memory g

>

®

| Execution %
status and >
result for Q
=

=}

o

L

[

(6) Backup result

(7) Start backup button

Part names and functions (1) View Display the save-in folder path for the backup data specified by
ConfigureBackup.
(2) Opera- | To remove the USB flash drive from the NA-series Programma-
tion ble Terminal, touch the Remove the memory button first and
then remove the USB flash drive.
(3) View Display the following information of Controllers specified by Con-
figureBackup.

* Device name of the NJ/NX-series CPU Unit

* |P address of the EtherNet/IP port on the NJ/NX-series CPU
Unit

* Model of the NJ/NX-series CPU Unit
Model of the Safety Control Unit (if connected)

* Whether it is a backup target or not

(4) View Display the following information of the HMI specified by Config-
ureBackup.

* Device name of the NA-series Programmable Terminal

* Model of the NA-series Programmable Terminal

* Whether it is a backup target or not

(5) View Display the backup execution status of each target device.
(6) View Display the execution result of the backup.
(7) Opera- | The backup operation starts.

tion
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3 Individual Specifications of Each IAG

IAG Collection Name NJNXNA_Backup_Restore
Source code published/not published | Not Published

None

None

HMI Project Type | Standard Project

Page Type Main Pages

Qty 1in a project

» BackupToUSBMemory stars a backup of devices specified by ConfigureBackup, reads out the back-
up data, and then write it into the specified save-in location.

« It displays the execution result of the backup. It also saves a log file of the backup result in the
specified save-in location.

w
A
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3 Individual Specifications of Each IAG

BackupToFTPServer

Starts the backup operation and displays the result.
Writes the backup result to the FTP server that is accessible by the NA-series Programmable Termi-
nal.

w
[
(2]
Q
Item Description 5
—
IAG name BackupToFTPServer %
Name Backing up to FTP server 5
(]
Category NJ/NX/NA Backup Restore g
User interface and appearance (1) Save-in location -
|
( J 3
>
®
S
(2) Target device (Controller) Information 4) =
Execution Q
status and o
result for é
each target ©
device &
(3) Target device (human machine interface) Information
(5) Backup result I
(6) Start backup button
Part names and functions (1) View Display the save-in folder path for the backup data specified by
ConfigureBackup.
(2) View Display the following information of Controllers specified by Con-
figureBackup.

* Device name of the NJ/NX-series CPU Unit

* |P address of the EtherNet/IP port on the NJ/NX-series CPU
Unit

* Model of the NJ/NX-series CPU Unit
Model of the Safety Control Unit (if connected)

* Whether it is a backup target or not

(3) View Display the following information of the HMI specified by Config-
ureBackup.

* Device name of the NA-series Programmable Terminal

* Model of the NA-series Programmable Terminal

* Whether it is a backup target or not

(4) View Display the backup execution status of each target device.
(5) View Display the execution result of the backup.
(6) Opera- | The backup operation starts.

tion

@ Additional Information

You can execute a backup by using the BackupToFTPServer button, or you can perform regular
backup to the FTP server based on the schedule specified by ConfigureBackup. In this case,
you do not have to execute BackuptoFTPServer.
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3 Individual Specifications of Each IAG

IAG Collection Data

Item Description
IAG Collection Name NJNXNA_Backup_Restore
Source code published/not published | Not Published

Input Variables

None

In-Out Variables

None

Location and Quantity Allowed

Item Description

HMI Project Type | Standard Project

Page Type Main Pages
Qty 1in a project
Functions

» BackupToFTPServer starts a backup of devices specified by ConfigureBackup, reads out the back-
up data, and then write it into the specified save-in location.

» Whenever a backup is executed by pressing the BackupToFTServer button or by the scheduled pro-
gram specified by ConfigureBackup, the BackupToFTPServer window shows the backup execution
status and result.

* You can configure the settings to save only device data that has been changed since the last back-
up.

» This IAG displays the execution result of the backup. It also saves a log file of the backup result in
the specified save-in location.
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3 Individual Specifications of Each IAG

ConfigureBackup

Allows users to configure necessary settings for executing a backup.

Item Description

IAG name ConfigureBackup o
Name Setting the configuration of Backup %
Category NJ/NX/NA Backup Restore "_%
User interface and appearance (1) Backup name g}
I S

=

T

(2) Target device

(Controller) selection 3
>
®
S

(3) Target device T

(Human machine e

interface) selection ]

. . (9) Save button o
L\ g)'_

]

(4) Page transition button

(5) Save-in directory path for Backup-
ToUSBMemory

Backup (To USE memory) Setting |_
]Jf (6) BackupToFTPServer

Save-in location

[ .-

........ (7) Settings to save only
the difference from
the last backup
result

(Ve

Schedule Dl — (8) Schedule setting

i— (9) Save button

(4) Page transition button
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3 Individual Specifications of Each IAG

Item Description

Part names and functions (1) View Specify a prefix of the folder name to be created for saving back-
and Op- | up data in the save-in location. With a prefix specified, the folder
eration | name consists of the prefix + year, month, day, and time
(prppPPYYYYMMDDhhmm).

The prefix should consist of eight or less single-byte alphanumer-
ic characters.

It can be omitted.

If this setting is omitted, the folder is named after the year,
month, day, and time (12 single-byte numbers:
YYYYMMDDhhmm).

(2) View Specify Controllers as target devices for backup.

and Op- | When you select a Controller from the list, applicable Controller
eration | models are listed. Check the Selection box to select the model
of the Controller to back up.

(3) View Specify a device (NA-series Programmable Terminal) for backup.
and Op- | The device name and model of the NA-series Programmable Ter-
eration | minal is displayed. Check the Selection box for the backup.

(4) Opera- | This button is used to switch pages.
tion Touch this button to switch pages of ConfigureBackup.

(5) View Specify a path to save the data backed up by BackupToUSBMe-
and Op- | mory.

eration | The save-in location is set to the USB flash drive on the NA-ser-
ies Programmable Terminal. Specify a full path from the root fold-
er of the USB flash drive.

(6) View Specify a save-in location for a backup which is executed by
and Op- | BackupToFTPServer or the scheduled program.

eration | Host: Set the host name or the IP address of the FTP server.
Mode: Select Passive or Active.

Port: Set the Port No. to use.

User/Password: Set the information of the user who logs into the
FTP server.

Path: Specify the full path of the default folder as the save-in lo-
cation on the FTP server.

(7) View For a backup executed by BckupToFTPServer or a scheduled
and Op- | backup, specify whether to back up device data that has been
eration | changed since the last backup.

(8) View Backup can be executed regularly according to the configured

and Op- | schedule. The schedule can be configured when the backup data

eration | is saved in an FTP server. You can specify the following:

* Every week or Everyday can be selected.

* When Every week is selected, Day of the week can be select-
ed.

* Time (hour and minute) can be specified.

* Checking the check-box enables the setting.

(9) Opera- | Save the settings and enable them.
tion
IAG Collection Data
Item Description
IAG Collection Name NJNXNA_Backup_Restore
Source code published/not published | Not Published
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3 Individual Specifications of Each IAG

Input Variables

None

In-Out Variables

None

Location and Quantity Allowed

Item Description

HMI Project Type | Standard Project

Page Type Main Pages
Qty 1in a project
Functions
* You can configure necessary settings for executing a backup by using BackupToUSBMemory and
BackupToFTPServer.
+ The Backup Name and Target device fields are shared by BackupToUSBMemory and Backup-
ToFTPServer.

» To use BackupToUSBMemory, you need to specify the Path field of Save-in in the Backup (To USB
Memory) Setting area.

» To use BackupToFTPServer, you need to specify the Save-in information in the Backup (To FTP
server) Setting area. If you do not use scheduled backup, you do not have to specify the Schedule
field.

* If you use either BackupToUSBMemory or BackupToFTPServer, you do not have to specify settings
for the other. To use both of them, you need to configure both settings.
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3 Individual Specifications of Each IAG

RestoreFromUSBMemory

Starts the restore operation and displays the result.
The data used for restoration is read from the USB flash drive on the NA-series Programmable Termi-
nal or the latest backup data stored in the SD Memory Card.

Item Description
IAG name RestoreFromUSBMemory
Name Restoring from USB memory
Category NJ/NX/NA Backup Restore
User interface and appearance (1) Restore data (2) Button for removing the memory

status and
result for
each target
device

Y mo—— ||
eV|ce Controller Informatlon. Execution

[ (6) Restore result

(7) Start restoring button

Part names and functions (1) View Display the folder name of data used for restoration, which is se-
lected by ConfigureRestore.
(2) Opera- | To remove the USB flash drive from the NA-series Programma-
tion ble Terminal, touch the Remove the memory button first and
then remove the USB flash drive.
(3) View Display the following information of Controllers specified by Con-
figureRestore.

* Device name of the NJ/NX-series CPU Unit

* |P address of the EtherNet/IP port on the NJ/NX-series CPU
Unit

* Model of the NJ/NX-series CPU Unit
Model of the Safety Control Unit (if connected)

* Whether it is a restore target or not

(4) View Display the following information of the HMI specified by Config-
ureRestore.

* Device name of the NA-series Programmable Terminal

* Model of the NA-series Programmable Terminal

* Whether it is a restore target or not

(5) View Display the restore execution status of each target device.
(6) View Display the execution result of the restore.
(7) Opera- | The restore operation starts.

tion
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3 Individual Specifications of Each IAG

IAG Collection Data

Item Description
IAG Collection Name NJNXNA_Backup_Restore
Source code published/not published | Not Published

Input Variables

None

In-Out Variables

Aowepgsnwol4aio)say

None

Location and Quantity Allowed

>

Item Description g

HMI Project Type | Standard Project %
Q

Page Type Main Pages S
Qty 1in a project g
]

Functions

* RestoreFromUSBMemory reads data from the restore data specified by ConfigureRestore and exe-
cutes a restore of the specified devices.

» For the restore target devices, check the settings and the actual equipment configuration at the start
of a restore operation. Check the Controller name, HMI name, and model. When all of them match,
the restore will execute.

* The IAG executes a restore of the NA-series Programmable Terminal after completing a restore of
the Controllers. Because executing the restore overwrites the HMI project containing the IAG, you
cannot verify the restore result on the IAG window. Check the result with the corresponding restore
result log file and actual operation of the devices.
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3 Individual Specifications of Each IAG

ConfigureRestore

Allows users to configure necessary settings for a restore.

Item Description
IAG name ConfigureRestore
Name Setting the configuration of Restore
Category NJ/NX/NA Backup Restore
User interface and appearance (1) Restore data settings (2) Button for

displaying the
screen to select
a folder
containing
restore data

(3) Target device
(Controller)

selection

(4) Target data
selection
Screen button

(5) Target device (6) Save button
(Human machine
interface) selection

[
<=
(7) Target data
selection
[ ] (8) Restore
h rﬁ | | password setting

(9) Back to the previous screen button (6) Save button
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3 Individual Specifications of Each IAG

Item Description

Part names and functions (1) View Specify data for restoration.

and Op- | Use the radio button to select whether to use the last backup da-
eration | ta or specify other data.

To specify other data, touch the button (2) and specify a folder in
the USB flash drive on the NA-series Programmable Terminal.

(2) Opera- | Touch this button when you select data for restoration from a
tion folder.

This button displays a list of folders in the USB flash drive on the
NA-series Programmable Terminal.

3) View When you specify data for restoration, it displays the Controller
and Op- | information saved in the data.
eration | Check the Selection box to set a restore target.

aJ0)soyainbiuon

(4) View It switches to the page where you select restore target data for
and Op- | the specified Controller.
eration
(5) Opera- | When you specify data for restoration, it displays the information
tion of the NA-series Programmable Terminal saved in the data. g
Check the Selection box to set a restore target. S
(6) Opera- | Save the settings and enable them. §
tion §
(7) Opera- | Select data items of the Controller for the restore. E
tion User program and settings is always selected. ®
(8) Opera- | Set the password for restore of the specified Controller.
tion This password is the one you specified for the Controller by using

the Sysmac Studio through the following steps: Controller Setup
- Operation Settings - Basic Settings - SD Memory Card
Restore Setting - Password.

9) Opera- | Move back to the previous window.
tion
IAG Collection Data
Item Description
IAG Collection Name NJNXNA_Backup_Restore
Source code published/not published | Not Published

Input Variables

None

In-Out Variables

None

Location and Quantity Allowed

Item Description

HMI Project Type | Standard Project

Page Type Main Pages
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3 Individual Specifications of Each IAG

Item Description

Qty 1in a project

Functions

3-14

ConfigureRestore is used for configuring the necessary settings for executing a restore with Restor-
eFromUSBMemory.

For restore, use backup data you saved to the FTP server by executing BackupToUSBMemory or
BackupToFTPServer or executing a scheduled backup. Copy the backup data to the USB flash
drive, and then copy it to the NA-series Programmable Terminal.

You can also execute a restore by using the latest backup data. In this case, you do not need to
prepare data in the USB flash drive.

Once you specify which data to use for a restore, the window displays device information contained
in the specified data. Select a device to be restored. If the latest backup is updated, only device data
containing changes is backed up.

When you execute a restore, a device selected as the restore target must have the same configura-
tion as the actual device. Otherwise, RestoreFromUSBMemory cannot execute the restore.

The device configuration is verified by checking the device names and models of the NJ/NX-series
CPU Units and the NA-series Programmable Terminal.
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3 Individual Specifications of Each IAG

CompareToLatestBackup

Compares the current status of each device against the last backup data, which was saved by Back-

upToUSBMemory or BackupToFTPServer. 9

3

Item Description %

IAG name CompareTolLatestBackup ,3_'
Name Comparing to the latest backup data g’
Category NJ/NX/NA Backup Restore o
User interface and appearance (1) Last backup data _’.;’

( )

>

(2) Target device (Controller) Information (4) ©
Execution %

status and 3

result for Q

each target S

device o

(3) Target device (human machine interface) Information %

(5) Comparison result |

(6) Start comparison button

Part names and functions (1) View Display the name of a folder containing the last backup data. If
no backup has been executed, this field is blank.
(2) View Display the information of Controllers included in the last backup
data.

* Device name of the NJ/NX-series CPU Unit

* |P address of the EtherNet/IP port on the NJ/NX-series CPU
Unit

* Model of the NJ/NX-series CPU Unit
Model of the Safety Control Unit (if connected)

* Whether it is a comparison target or not

3) View Display the information of the HMI included in the last backup da-
ta.

* Device name of the NA-series Programmable Terminal

* Model of the NA-series Programmable Terminal

* Whether it is a comparison target or not

(4) View Display the comparison execution status of each target device.
5) View Display the execution result of the comparison.
(6) Opera- | The comparison operation starts.
tion
IAG Collection Data
Item Description
IAG Collection Name NJNXNA_Backup_Restore
Source code published/not published | Not Published
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3 Individual Specifications of Each IAG

Input Variables

None

In-Out Variables

None

Location and Quantity Allowed

Item Description
HMI Project Type | Standard Project
Page Type Main Pages
Qty 1in a project
Functions

* Once BackupToUSBMemory or BackupToFTPServer completes a backup successfully, they save
the backup data to the specified location, as well as to the SD memory Card in the NA-series Pro-
grammable Terminal as the latest backup. CompareToLatestBackup compares actual device status
against this latest backup data.

» Even when the settings are configured to back up device data that has been changed since the last
backup, the data comparison is executed for all the target devices.

» The comparison is executed for each device, and the result per device is displayed.
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3 Individual Specifications of Each IAG

ExportBRConfiguration

Exports a file containing the backup and restore settings saved by ConfigureBackup and ConfigureR-
estore to the specified save-in location.

X

T

Item Description g

W

IAG name ExportBRConfiguration g
Name Exporting the Configuration of Backup and Restore %
Category NJ/NX/NA Backup Restore ‘§
)

User interface and appearance (1) Set USB Memory as the export destination 5
=]

(2) Set FTP Server
as the export
destination

>
®
@)
o
. I}
— (3) Set a directory Q
used as the export S
destination @)
2
]
Part names and functions (1) View Select here to export the settings to the USB flash drive on the

and Op- | NA-series Programmable Terminal. To remove the USB flash
eration | drive, touch the Remove the memory button first and then re-
move the USB flash drive.

(2) View Select here to export the settings to an FTP server that is acces-
and Op- | sible by the NA-series Programmable Terminal. Set Host Name
eration | or IP Address of the FTP server, Mode, Port No., User Name,
and Password.

(3) View Select a destination folder for export.
and Op- | = Select a folder name from the list and touch the Update button
eration to show a list of files and folders in the selected folder.

» Select ... from the list and touch the Update button to list the
contents of the folder immediately above the current folder.

* From the list, select a destination folder for export. Touch the
Update button and then touch the Export button to export the
file BackupRestore _Settings.xml to the selected folder.

IAG Collection Data

Item Description
IAG Collection Name NJNXNA_Backup_Restore
Source code published/not published | Not Published

Input Variables

None
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3 Individual Specifications of Each IAG

In-Out Variables

None

Location and Quantity Allowed

Item Description
HMI Project Type | Standard Project
Page Type Main Pages
Qty 1in a project
Functions

» ExportBRConfiguration exports the settings saved by ConfigureBackup and ConfigureRestore and

saves them as a file.
» Select a save-in folder and touch the Export button to save the file.
» The file is always named BackupRestore_settings.xml. You cannot specify the file name.

@ Precautions for Correct Use

The structure of a file saved with ExportBRConfiguration is not published. If you change the file
contents, the import does not work with ImportBRConfiguration, or the function does not work
correctly due to an error generated during the IAG execution. Do not change the contents of the

file.
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3 Individual Specifications of Each IAG

ImportBRConfiguration

Imports the backup and restore settings that were exported to a file by using ExportBRConfiguration
and reflects the settings of ConfigureBackup and ConfigureRestore.

3

Item Description §_

IAG name ImportBRConfiguration %
Name Importing the Configuration of Backup and Restore §:
Category NJ/NX/NA Backup Restore ‘§
User interface and appearance (1) Set USB Memory as the import source %"’-

(2) Set FTP Server
as the import
source

— (3) Set a directory
used as the
import source

ejeQ uoios|jog ovI

Part names and functions (1) View Select here to import the settings from the USB flash drive on the
and Op- | NA-series Programmable Terminal. To remove the USB flash
eration | drive, touch the Remove the memory button first and then re-
move the USB flash drive.

(2) View Select here to import the settings from the FTP server that is ac-
and Op- | cessible by the NA-series Programmable Terminal. Set Host
eration | Name or IP Address of the FTP server, Mode, Port No., User
Name, and Password.

(3) View Select a file to import.
and Op- | * Select a folder name from the list and touch the Update button
eration to show a list of files and folders in the selected folder.

» Select ... from the list and touch the Update button to list the
contents of the folder immediately above the current folder.

* From the list, select the exported file
BackupRestore_Settings.xml and touch the Import button to
import the specified file.

IAG Collection Data

Item Description
IAG Collection Name NJNXNA_Backup_Restore
Source code published/not published | Not Published

Input Variables

None
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3 Individual Specifications of Each IAG

In-Out Variables

None

Location and Quantity Allowed

Item Description
HMI Project Type | Standard Project
Page Type Main Pages
Qty 1in a project
Functions

» ImportBRConfiguration reads out the file saved by ExportBRConfiguration and reflects the settings

to ConfigureBackup and ConfigureRestore.
» Select BackupRestore_settings.xml, which is the file saved by ExportBRConfiguration. Touch the

Import button to read out the settings.

@ Precautions for Correct Use

The structure of a file saved with ExportBRConfiguration is not published. If you change the file
contents, the import does not work with ImportBRConfiguration, or the function does not work
correctly due to an error generated during the IAG execution. Do not change the contents of the

file.
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Troubleshooting

This section describes errors that may appear when you execute a backup, restore, or
comparison by using the IAGs, as well as how to troubleshoot them.

4-1  IAG Error Display ......ccuccvereiinnisnieiinssss s s s 4-2
4-2 IAG Error Message List .........cccccirriieiieiiicssereesssere e ssssssse e s s e e s e ennnas 4-3

Programmable Terminals NA-series Practices Guide NJ/NX/NA-series Backup and Restore IAG (V127) 41



4 Troubleshooting

4-1 1AG Error Display

The IAGs check the data and storage location that are necessary for execution. When the execution

fails to start, an error is displayed. If the execution fails due to the status of devices after the execution
has started, an error is also displayed.

The NA-series Programmable Terminal window displays the error with the front LED blinking red or the
IAG message area displays the error with the LED being lit green.
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4-2

IAG Error Message List

4 Troubleshooting

js1] eBessa 10113 OV Z-¥

Error message Display Cause Correction
format
You may see one or both of the fol- | Dialog You have performed any of the following ac- Insert the USB Memo-
lowing messages: tions without inserting a USB Memory de- ry device correctly.
vice to the NA-series Programmable Termi- Check the free space
E_SYS_999: File save destination nal: of the USB Memory
info. <Error>: No USB memory is in- » Displayed ConfigureRestoreSettings. device.
serted. * Tried to access the USB Memory device
E_SYS_999: Value does not fall in ExportBRSettings.
within the expected range. * Tried to access the USB Memory device
in ImportBRSettings.
E_SYS_999: TypeLoadException Dialog You have performed the following action Insert the SD Memory
without inserting an SD Memory Card to the Card correctly.
NA-series Programmable Terminal: Check the free space
* Tried to select the last backup data in of the SD Memory
ConfigureRestoreSettings. Card.
E_SYS_999: Failed to generate a Dialog You have performed the following action Check the FTP server
log file. Check the output destina- while the FTP server is not accessible from settings, communica-
tion. the NA-series Programmable Terminal: tions, and server be-
* Executed a backup with BackupToFTP- haviors.
server.
Info=File save destination info. <Er- | Mes- You have performed the following action Insert the USB Memo-
ror>: The USB memory is not recog- | sage without inserting a USB Memory device to ry device correctly.
nized. area the NA-series Programmable Terminal: Check the free space
* Executed a backup with BackupToUSB- of the USB Memory
memory. device.
Info=No SD Memory Card is insert- | Mes- You have performed any of the following ac- Insert the SD Memory
ed to the HMI. sage tions without inserting an SD Memory Card Card correctly.
area to the NA-series Programmable Terminal: Check the free space
» Executed a backup with BackupToUSB- of the SD Memory
memory. Card.
* Executed RestoreFromUSBmemory with
the latest backup data specified for the re-
store.
Info=File save destination info. <Er- | Mes- You have performed the following action Check the FTP server
ror>: Could not access the specified | sage while the FTP server is not accessible from settings, communica-
FTP server. area the NA-series Programmable Terminal: tions, and server be-
* Executed a backup with BackupToFTP- haviors.
server.
Info=Failed to generate a log file. Mes- You have performed the following action Insert the SD Memory
Check the output destination. sage without inserting an SD Memory Card to the Card correctly.
area NA-series Programmable Terminal:

* Executed CompareTolLatestBackup.
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4 Troubleshooting

Error message Display Cause Correction
format
Info=Necessary backup data for re- | Mes- You have performed any of the following ac- | * Check to see if the last
storing and comparison is missing. sage tions without storing the last backup data to backup data is correct-
area the SD Memory Card inserted to the NA- ly stored in the SD
series Programmable Terminal: Memory Card.
* Executed CompareTolLatestBackup.
* Executed RestoreFromUSBmemory with
the latest backup data specified for the re-
store.
Info=File save destination info. <Er- | Mes- You have performed the following action * Insert the USB Memo-
ror>: No USB memory is inserted. sage without inserting a USB Memory device to ry device correctly.
area the NA-series Programmable Terminal: * Check to see if the
* Executed RestoreFromUSBmemory with configured backup da-
backup data in the USB Memory device ta is stored in the USB
specified for the restore. Memory device.
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Appendices

The appendices provide useful information, including how you can reference IAG in-
formation and how IAG versions are related.

A-1  Referencing IAG Information .........cccccvimminiiim A-2
A-1-1 IAG Collection Attributes and Reference Method ..........cccoceiivvvivvvivireeieeeee. A-2
A-1-2 IAG Attributes and Reference Method............ooooviiiiiiiiiiiiiieeeeveeeeen A-3

Y2 VX C RV =Y 3 o 4 - A-4
A-2-1 IAG COllECION VEISIONS ... A-4
A-2-2 JAG VEISIONS ... .ottt e e e e e e e et e e e e e e e e e e eeeenaanns A-4
A-2-3 Oldest Runtime Version Supported by IAG ..o A-4
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A-1 Referencing IAG Information

When you make an IAG-related inquiry to OMRON, you can refer to the IAG information to identify the
relevant IAGs.
This information helps you identify the IAGs among others provided by OMRON or defined by the
users.
The IAG information contains the following two types of attributes: one is the IAG collection attribute,
which represents the attribute of collective IAGs, and the other is the attribute of each IAG used on
HMI project pages.
* |AG collection attribute:

Information used for identifying an IAG collection managed by the IAG Collections Manager
* |AG attribute:

Information used for identifying an IAG (instance) selected in a project page

Use the Sysmac Studio to access the IAG information.

A-1-1 IAG Collection Attributes and Reference Method

On the menu, select Project - IAG Collections Manager to display the IAG collection list. Expand the
relevant IAG collection to reference the attribute.

(1) 1AG collection name (2) IAG collection version (4) Oldest Runtime version

supported
(3) Publisher

— O
i show in Toolbox
Publisher
Version
Minimum supported HMI version((L.
Description ] = ackup and Hes: Als —_— (5) Description

Name.

BRInitialization .0.1.0 ||initializing the Backup and Restore function

_ INJ/NX/NA Backup Resto o . .
ConfigureBackup .0.1.0 ||Setting the configuration of Backup

INJ/NX/NA Backup Restor

BackupToUSBMemory Backing up to USB memory

e A NJ/NX/NA Backup Restor

Backing up to FTP server
NJ/MX/NA Backup Resto: ) :
‘ConfigureRestore .0.1.0 ||Setting the configuration of Restore

NJ/NX/NA Backup Restor

RestoreFromUSBMemory Restoring from USE memory

NJ/NX/NA Backup Resto:

CompareTolatestBackup (Comparing to the latest backup data

INJ/NX/NA Backup Restor
ExportBRConfiguration .0.1.0 ||Exporting the Configuration of Backup and Restore

INJ/NX/NA Backup Restor
ImportBRConfiguration .0.1.0 ||importing the Configuration of Backup and Restore

(6) IAG name (7) Category  (8) IAG version (9) Description
No. Attribute Description
(1) | IAG collection name Name of the IAG collection
(2) | IAG collection versions Version of the IAG collection
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No. Attribute Description
(3) | Publisher Name of the person who created the IAGs included in the IAG collec-
tion

(4) | Oldest Runtime version sup- HMI project version supported for using the IAGs included in the IAG
ported collection

(5) | Description Description of the IAG collection

(6) | IAG name Name of the IAG

(7) | Category Category used for displaying the IAG on the Toolbox

(8) | IAG versions Version of the IAG

(9) | Description Description of the IAG

@ Additional Information

IAG collection attribute data is not multilingual. It is displayed only in English.

A-1-2 |AG Attributes and Reference Method

When you select an IAG on the page editor for an HMI project, the Properties window shows its attrib-
ute information.

uonew.ou] 9y| Buloualaey |-y

g Confsustonsensieie | (1) Type

v o BRInitializationo

¥ [ Pages o y ((NINXNA Backuo Restore BRinitialization

— (2) Version

(3) Publisher

POUISIN SoUBIBOY pue SaINqURY OV ¢-L-V

No. | Attribute Description

(1) | Type IAG collection name and IAG name
Two names are displayed with a period in between

(2) | Version IAG version
(3) | Publisher | Name of the person who created the IAG included in the IAG collection

@ Additional Information

IAG attribute data is not multilingual. It is displayed only in English.
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A-2 |AG Versions

This section describes the IAG versions.

To use IAGs, you need to manage their version information as specified below.
* |AG collection version

* IAG version

» Oldest Runtime version supported by IAG

A-2-1 IAG Collection Versions

An IAG collection contains one or more IAGs related to a specific function. Each IAG collection is as-
signed a version number.

Check the version information of your registered IAG collections to confirm if they are the latest ver-
sions.

Refer to A-1 Referencing IAG Information on page A-2 for the procedure to check the IAG collection
version.

A-2-2 |IAG Versions

Each IAG in an IAG collection is assigned a version number. It is called an IAG version.

Check the version information of your IAGs to confirm if they are the latest versions. Even if an IAG
collection is upgraded, this does not necessarily mean that all the IAGs contained in the IAG collection
are upgraded. To confirm if all the IAGs are properly upgraded, check the IAG version of each IAG.
Refer to A-1 Referencing IAG Information on page A-2 for the procedure to reference the IAG ver-
sions.

A-2-3  Oldest Runtime Version Supported by IAG

This is the Runtime version that can run the IAG. NA-series Programmable Terminals have middle-
ware called Runtime, which executes HMI projects and supports different functions according to the
Runtime version. When you select a Runtime version in creating a HMI project on the Sysmac Studio,
it should be newer than the oldest Runtime version supported by the IAGs; otherwise, the IAGs cannot
be used for the HMI project.

Refer to A-1 Referencing IAG Information on page A-2 for the procedure to check the oldest Runtime
version supported by the IAG.

The Runtime version of an HMI project is displayed in the Multiview Explorer as shown below.
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Multiview Explorer

HMI_NAS O v |

L il
B2 Data Lc

ﬁ-‘; Data G

¥ (il Imported IAGs
W (il NJNXNA_Backup_Re

SUoIsIa\ 9V 2-V

9V Aq papoddng uoisisp swiuny 1$8p|O €-2-V
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